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Abstract  
The Internet of Things is an important trend in the development of information technology after the Internet 

and the mobile communication network. It attracts college students through its advanced technical means and 

rich contents, and has brought far-reaching influence on the ideological and political education of college 

students. Therefore, it is of great theoretical and practical significance to explore the application of Internet of 

Things in ideological and political education in colleges and universities. This paper deeply analyzes the current 

situation of ideological and political education of college students in China under the background of Internet of 

Things, and finds that the application of technologies of the Internet of Things in education is mainly embodied 

in three aspects: classroom teaching, extracurricular learning and educational management. The main problems 

of ideological and political education in colleges and universities are that the interest of college students in 

ideological and political courses is generally low, the connection and integration between the technologies of 

the Internet of Things and ideological and political education needs to be strengthened, and the quality of 

ideological and political teachers needs to be improved. At the same time, based on the Internet of Things + 

Technologies, it is proposed that college students' ideological and political education should be innovated in the 

aspects of service function, teaching mode, learning mode and the construction of teachers' team, which has a 

strong guiding role in the reform of ideological and political education in colleges and universities in China. 
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After the Internet and mobile communication network, the Internet of Things has become an important trend 

in the development of information technology, greatly promoting the reform of the information industry in the 

world. Unlike smart phones and computers capable of connecting networks, the Internet of Things has changed 

the way people live in many areas (Chiswick & Miller, 2007), and education is no exception. At present, all the 

college students in China were generally born after 1995, and with active thinking and strong thirst for 

knowledge, they are keen response to various information and trends of thought, and the independence and 

difference of college students' ideological activities are gradually enhanced. The Internet of Things, through its 

advanced technical means and rich content, attracts college students, which has exerted a profound influence 

on the ideological and political education of college students. Therefore, the ideological and political education 

of college students in China is facing many new situations, new problems and new challenges, which need to 

be paid attention to in all aspects of society. Strengthening the research and innovation of ideological and 

political education for college students under the background of Internet of Things is not only the inevitable 

demand of the development of the times, but also the essential direction of education reform in China 

(Zembylas, 2008). Although the research and application of technologies of the Internet of Things in the 

ideological and political education of college students in China is still in the initial stage, the profound 

technological revolution has gradually become the motive force of ideological and political education in 

colleges and universities, and is constantly promoting the development of education in China. Therefore, it is 

of great theoretical and practical significance to explore the application of Internet of Things in ideological and 

political education in colleges and universities (Mpimpas, 2011).  
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Figure 1. Three-tier architecture of the Internet of Things. 
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The concept of the Internet of Things (IOT) was put forward in 1999. The Internet of Things is an important 

part of the new generation of information technology. The Internet of Things is an object-connected network, 

so the Internet of Things can be simply described as a complex system acquiring environmental physical 

information by a sensing network, transmitting through a communication network, and processing information 

through cloud computing platform (McLeish & Nightingale, 2007). The Internet of Things can be divided into 

three layers: the application layer, the network layer, and the perception layer, as shown in Figure 1.  

The Internet of Things mainly includes four core technologies such as RFID technology, sensor technology, 

intelligent technology and nanotechnology (Martins, 2011), as shown in Table 1.  

 

Table 1 
Key Technologies in the Internet of Things 

Key technology Performance description 

RFID technology Identifying and marking an object, similar to give an " account" to the object 

Sensor Network  
Technology 

"Sensory organs" provide the most raw data 

Smart technology Make the objects in the Internet of Things have certain intelligence 

Nanotechnology To realize the interaction and connection of small objects 

At present, the application of the technologies of the Internet of Things in education is mainly embodied in 

classroom teaching, extracurricular learning and education management (Hoffmann, 2009), as shown in Table 

2. 

Table 2 

Application of the Internet of Things in Education 

Application of  

classification Range of application 
Main 

technology 
Typical applications 

Classroom  
teaching 

The teaching evaluation 
RFID、Sensor 

Network 

Classroom answer questions and 

teaching feedback 

Experimental teaching guidance 
Sensor 
Network 

The experimental operation 

Rich teaching resources 
Sensor 

Network 
Acquisition of experimental data 

Optimize learning environment 
Sensor 

Network 

Classroom noise and light 

control 

Extracurricular  

learning 

Support extracurricular research 
Sensor 

Network 

The experimental data are sent 

back 

Support mobile learning 
RFID、Sensor 

Network 

Acquisition and interaction of 
teaching resources 

Support ubiquitous learning 
RFID、Sensor 

Network 

Intelligent learning service 

implementation 

Education  

management 

Equipment management RFID 
Teaching instruments, student 

diploma management 

School safety management 
RFID、Sensor 

Network 

Dormitory safety access control, 
school fire alarm management 

Digital campus construction RFID Campus card, staff attendance 

Regional education 

management informatization 

construction 

RFID 
Regional education E cartoon 

project 
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Current situation of ideological and political education for college students 

The interest of college students in ideological and political courses is generally low At present, there are 

many ideological and political education courses in all colleges and universities in China, but from the 

perspective of the response of college students, their interest in ideological and political courses is generally 

low. As can be seen in Figure 2, 45.2% of college students are not interested in ideological and political courses, 

and only 12.5% of college students are interested in ideological and political courses. 

The connection and integration of the technologies of the Internet of Things and ideological and 

political education should be strengthened Under the background of the Internet of Things, the teachers of 

ideological and political education in colleges and universities should not only have professional knowledge, 

but also have the ability to use technologies of the Internet of Things. In the face of this vast amount of data and 

information, teachers need to have a strong ability to analyze and screen, and if not using it well, it will have a 

negative impact on the quality of ideological and political education (Bres & Belling, 2015). But they should 

not rely too much on data, which will make ideological and political education dehumanize. 

 

 
Figure 2. The degree to which college students are interested in ideological and political courses. 

 

The quality of ideological and political teachers should be raised: The quality level of ideological and 

political teachers plays an important role in the quality of ideological and political education for college 

students. At present, college students are more and more demanding on the quality of ideological and political 

teachers. They require teachers not only can teach, but also need to know how to behave and handle issues 

(Gemenis, 2012). Figure 3 shows the quality level that college students think is lacking in ideological and 

political teachers. 

As can be seen from Figure 3, currently, college students’ expectations for ideological and political teachers 

include a higher level of teaching as well as rich knowledge, a model for others, caring for students, and a strong 

sense of responsibility. However, at present, the ideological and political teachers in colleges and universities 

pay more attention to teaching, and other qualities need to be strengthened and improved (Carnoy, 2002).  
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Figure 3. College students are looking at the quality of ideological and political teachers. 

Innovation of Ideological and Political Education under the Environment of the 

Internet of Things 

Innovation in the service function of ideological and political education 

The traditional ideological and political education mainly has the function of guiding, education and service. 

With the support of the Technologies of the Internet of Things, the function of service will be more and more 

important in ideological and political education. First, the Internet of Things, through its technical connectivity, 

can be combined with any object at any time and place, enabling a humanized and one-stop service (Wolfinger 

& Highton, 2005). Secondly, the Internet of Things makes use of the middleware architecture (see Figure 4), 

integrates various resources through intelligent regulation and management, provides diversified and 

characteristic ideological and political education resources, and also develop new service items and resources. 

In addition, the Internet of Things can store a large amount of data, provide data analysis for ideological and 

political education through the analysis of data, support personalized ideological and political education, and 

offer a variety of evaluation on learning effects, so as to achieve intelligent education.   
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Figure 4. Middleware architecture. 
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Innovation of ideological and political education and teaching mode 

Compared with traditional teaching, ideological and political education under the technologies of the 

Internet of Things is more innovative and open in the teaching mode. Students can make full use of the powerful 

information resources of the Internet of Things to improve their thinking ability. At the same time, with the 

integrity and traceability of the Internet of Things information, students can modify or complete the study of a 

certain ideological and political courses at any time according to their own special interests, or choose the 

teaching of their favorite teachers at any time. For example, in the learning interaction model of virtual 

community, through the technologies of Internet of Things, students can be motivated to think deeply, 

summarize and extract valuable content, and share it with other students on the Internet of Things. 

In addition, combining the technologies of the Internet of Things with the modern teaching concept and 

applying it to the scientific teaching activities can overcome some inherent obstacles in the traditional education 

mode and promote the cooperative education well. The Internet of Things has a large amount of data and multi-

view processing technology, which can stimulate students to take the initiative to carry on the desire of 

integration, and develop the ability of integrating and coordinating multi-subjects. 

 

Innovation of learning mode in ideological and political education 

The technologies of the Internet of Things has realized the mobile teaching, so the students have the more 

open learning way and can study at anytime and anywhere. Through the radio frequency identification 

technologies of the Internet of Things, the information transmission efficiency between teachers and students is 

higher, with pretty higher flexibility. Through the RFID technologies of the Internet of Things, it is possible to 

create a mobile ideological and political education learning environment and link personalized learning and 

collaborative learning effectively. At the same time, it can also promote the development of universal learning. 

The Internet of Things can set up intelligent ideological and political education classes through various kinds 

of intelligent equipment, and can carry on the scene simulation learning, so as to promote the student's all-round 

development. The Internet of Things can provide a supporting environment for students' regular learning, after-

school learning and regional cooperation learning, and continuously expand their learning space, which is 

conducive to students' autonomous learning and satisfying the needs of individualized learning. 

 

Innovation of the construction of ideological and political education teachers 

To effectively promote the development of ideological and political education for college students, it is 

necessary to strengthen the construction of teachers. First of all, ideological and political education teachers can 

skillfully use modern network technology, pay close attention to the ideological dynamics of college students, 

and set up right ideas for college students. Secondly, the ideological and political education teachers should 

actively guide and educate the students, set a model for students, and establish an atmosphere of learning from 

the model. In addition, colleges and universities should constantly improve the selection and training 
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mechanism of ideological and political education teachers, develop resources through various channels, and 

highlight the pertinence and effectiveness of ideological and political education. 

 

Conclusions  

Based on the Internet of Things + Technologies, this paper studies the innovative methods of ideological 

and political education for college students, and the results show that:  

The Internet of Things includes four core technologies, such as RFID technology, sensor technology, 

intelligent technology and nanotechnology. Their application in the field of education is mainly embodied in 

three aspects: classroom teaching, extracurricular learning and educational management.  

The investigation shows that there are some problems in ideological and political education in colleges and 

universities in China, such as low interest of college students in ideological and political education, poor 

connection and integration between technologies of the Internet of Things and ideological and political 

education, and poor quality of ideological and political teachers, which need to be improved. 

Based on the Internet of Things + Technologies, this paper proposes that college students' ideological and 

political education should be innovated in four aspects: service function, teaching mode, learning mode and 

teachers' building, which has a strong guiding effect on the reform of ideological and political education in 

colleges and universities in China. 
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